KoMnoHeHT nnatdopmbl

CucTema ynpasneHus nHepactpykTypon NGFW

ldeco Center

EOvnHas KoHCornb Ans LeHTPannu30BaHHOMO YNpaBieHus NonmuTukaMmy 6e30nacHOCTN, MOHUTOPUHIa
W NHTErpauum B TeppuUtopmanbHO pacnpeaenéHHblX MHGpacTpykTypax Ha 6aze Ideco NGFW Novum.

Kj'l loyeBblie na pa MeTp bl ( [o 10 000 ynpasnsiembIx y3ros ) ( LleHTpann3oBaHHasg OTYETHOCTb )

( [eopacnpenenéHHeblin knactep ) (Ll,eHTpaJ'IVBOBaHHOB ynpaBsneHne noamTukamm 6e30naCHocm)

Ha3HauyeHune n APXUTEKTYPHa4d poJib

Ideco Center He yyacTByeT B 06paboTke Tpaduka

KoMMoHeHT pa3BopaynBaeTcs Kak OTAENbHbIN CEepPBUC 1 BbINOMHSAET NCKOYUTENBHO YNPaBASOLLY0 GYHKLNIO.
[Monb3oBaTenbCKnU TpadurK Yepes Hero He NPOXOAMT.

MoTepsi CBA3M C KOHCOMbo He ocTaHaBnBaeT NGFW. MprMeHEHHbIE NOMUTUKIX MPOOOKAOT AENCTBOBaThL —
6e3 gerpagjaumm 3amThbl.

CHXeHue onepaumoHHbIX 3aTpaTt MaCLUTaGI/IpyeMOCTb 6e3 cMeHbl noaxoaa

WcknioyaeT pyuyHoe NoBTOpeHVe PocT ceTu oT 5 [0 ThiCsY Y3/10B He TpebyeT
ONHOTUMHbIX AENCTBUIA Ha KaXXOoM yare. N3MEHEHNS MOLEenv yrpaBeHus.

CDYH KUMMOHaJIbHbl€e BO3MO>XXHOCTU

1 LeHTpannsoBaHHOE ynpaBneHne NonuTukamm 2 Arperaums >XXypHasioB 1 LLEeHTpann3oBaHHast OTYETHOCTb
EovHbiv nHTepdeinc ansg scex NGFW: npasuna >KypHarsbl Co BCeX y3/10B arpermpyoTcs B eanHON
dunbTpaumnn, 06bekTbl, HACTPOMKN. I3MeHeHns Touyke. ObecrneunBaeT LeHTPanM3oBaHHYIO MOATOTOBKY
NPUMEHSIOTCS LeHTPanM3oBaHHO 6e3 BXoaa OTYETHOCTU, YNPOLLAET NPOXOXAEHNE NPOBEPOK
Ha Kaxgplin y3en. 1 BbIFPY3Ky CObbITUI BO BHeLHMe SIEM no syslog.

3 WHTerpauusi c BHELWHUMN cUCTEMaMM 4 TeopacnpenenéHHbl Knactep
Bbirpyaka cobbituin B SIEM no syslog. iHTerpaums [Ba y3na Ideco Center B pa3HbIx faTa-LeHTpax.

c Active Directory. REST API ons B3anMogencTeus Pennvikauyis B peanbHOM BPEMEHW, aBTOMaTUYECKUN
C UHCTpyMeHTamun SOC 1 aBToMaTU3aLMN. failover. Mpamoe coepnHeHVe Mexay y3namu

He TpebyeTcs.



JInueH3npoBaHue

JInueH3ns cuctemsl ynpasJieHns
MporpaMMHas MINLEH3US Ha NPaBo

Mogynb nogknioyeHns NGFW

ncnonb3oBaHus ldeco Center. YcTaHaBnmBaeTcs KICTIa:U\?B”"'BaeTCﬁ Ha Kaxapli sksemnnsip ldeco
Ha 3K3eMNNsp LeHTPpanbHO KOHCOMM. GFW. Cpok AenCTBMA CUHXPOHM3MPOBaH CO
JINLeH3Ns Ha CUCTeMy - 6ecCpOoYHas CpOKOM security updates cooTBeTcTBYIOLWEro NGFW.

MoBepeHne NpyY OKOHYaHUN NTNLIEH3UN

NGFW ocTtaétcsa nogkntoyéHHblM Kk Ideco Center, paHee NpUMEHEHHbIE MOUTUKM NPOOOKaloT paboTaTh.
HoBble n3ameHeHns n3 KOHCONM Ha aaHHbI NGFW He npumeHsitoTcs. KoHurypaums He TepseTcs.

TunoBble CcueHapum npnmeHeHus

Heckonbko nnoLagok TpeboBaHusa K ayauTy

5 n 6onee ak3emnnsapos NGFW, Heobxoanma KoHconuaaums cobbiTuin
dunmnanbHasa unv TeppuUTOpransHO 1 LLlEHTpann30BaHHas NOAroToBka K
pacnpenenéHHas CTpyKTypa CeTu. NpoBEpPKaM perynaropa.

PocT nHdpacTpyKTypsl

MnaHvpyemoe yBennyeHue ymicna
y3noB — ldeco Center macluTabupyetcs
6€e3 CMeHbl MOLENW YNpaBneHus.

Cunctema ynpasnenus nHdpactpykTypon NGFW

ldeco Center

8 8005553340
expert@ideco.ru
ideco.ru



